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Vulnerability Breakdown Across Operating Systems



Supported
OS

★ ★★★ ★★★★ ★★★★★ N/A

System
Aging

★ ★★★ ★★★★ ★★★★★ N/A

Network
Vulnerabilities

★ ★★★ ★★★★ ★★★★★ N/A

Anti-virus

★ ★★★★ ★★★★★ N/A

Insecure
Listening

Ports

★ ★★★ ★★★★★ N/A

Failed Logins 
Last 7 days

★ ★★★ ★★★★ ★★★★★ N/A

Scoring Rubric
Anti-virus is installed and update to date★★★★★

Anti-virus / Anti-spyware Anti-virus is installed but not up to date★★★★

Anti-virus is not installed★

Local firewall is enabled for both public and private networks★★★★★

Local Firewall Local firewall is disabled for private networks★★★★

Local firewall is disabled★★★

There are no insecure listening ports★★★★★

Insecure Listening Ports One insecure listening port detected★★★

More than one insecure listening port detected★

No failed interactive logins in the last 7 days★★★★★

Failed Logins
7 or less interactive logins in the last 7 days★★★★

14 or less failed interactive logins in the last 7 days★★★

15 or more failed interactive logins in the last 7 days★

No network vulnerabilities★★★★★

Network Vulnerabilities
Minor network vulnerabilities found (CVSS < 4.0)★★★★

Major network vulnerabilities found (CVSS >= 4.0)★★★

Critical network vulnerabilities found (CVSS >= 7.0)★

Computers are less than 2 years old★★★★★

System Aging
Computers between 3 and 4 years old★★★★

Computers between 4 and 7 years old★★★

Computers over 8 years old★

All computers have supported OS★★★★★

Supported OS
Some OS are in extended supported★★★★

Some OS with end of life less than 1 year★★★

Some OS are not supported★

Local
Firewall

★ ★★★ ★★★★ ★★★★★ N/A

Security Report Card



Top 25 OS Remediations
Asset CountRemediation

4Windows Server 2012 R2

2Windows 10 Build 19042

2Windows Server 2016

2Windows Server 2019

1Windows 7

OS Remediation
Status

Resolved Pending

Application 
Remediation Status

Resolved Pending

Top 25 Application Remediations
Asset CountRemediation

6Putty

5Mozilla Firefox

3WinSCP

2VLC media player

1Go Programming Language amd64 go1.14.4

1Go Programming Language amd64 go1.16.3

1Google Chrome

1Microsoft OneNote 2013

1Microsoft Outlook 2013

1Microsoft Word 2013

1Mozilla Firefox 46.0.1 (x64 en-US)

1PuTTY release 0.75

1TeamViewer 8

Remediation Plan Summary



TSC

COMPLIANT NON COMPLIANT

Compliance Summary

PCI DSS

COMPLIANT NON COMPLIANTNIST 800 53

COMPLIANT NON COMPLIANT

HIPAA

COMPLIANT NON COMPLIANT

GPG13

COMPLIANT NON COMPLIANT

GPG 13

COMPLIANT NON COMPLIANT

GDPR IV

COMPLIANT NON COMPLIANT

CIS

COMPLIANT NON COMPLIANT

CIS CSC

COMPLIANT NON COMPLIANT



Users

109

Computers

35

Groups

234

OU’s

11

Enabled
Users

Enabled Disabled

Empty
Groups

Not Empty Empty

Enabled
Computers

Enabled Disabled

Empty
OU’s

Not Empty Empty

Active Directory Overview


